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OueHku gna SHA-2, SHA-3, SM3

CornacHo [1,2] ans peanusauun SHA-2, SHA-3, SM3 tpebyetcs 2402, 3200 u1 2721 nornyeckux Kyour.

CornacHo [3] ans peanu3aumn SHA-2 ¢ anvHou xaLi-koaa 256 6ut Tpebyetcsa 802 normyecknx Kyour.

1. Amy M., Matteo O., Gheorghiu, V., Mosca M., Parent A. Schanck, J. Estimating the cost of generic quantum pre-image attacks on SHA-2 and SHA-3, 2016,
http://arxiv.org/abs/1603.09383.

2. Song G., Jang K., Kim H. Grover on SM3, 2021, http://eprint.iacr.org/2021/668.

3. Kim P, Han D., Jeong K.C. Time—space complexity of quantum search algorithms in symmetric cryptanalysis: applying to AES and SHA-2, Quantum Inf Process,
2018, http://arxiv.org/abs/1805.05534.
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Ouenku opna NrocCT 34.11-2018?

UTepauymnoHHaa KOHCTpyKuua Mepkna-Lamropaa:

0y mi (mod 2912)

hzoﬁ: 9o ﬁ: 9512 ﬁ:gmm —ﬁ: g512n ——® 4o go +—» h(M)
/ |M[—

total length  “checksum”

M = mo mi ma e M //PaéA

Cxema 13 paboTtbl Markku-Juhani O. Saarinen «STRIBOB: Authenticated Encryption from GOST R 34.11-2012 LPS Permutation», eprint: 2014-271

PYHKUMA CKAaTMA OCHOBaHa Ha KOHCTPYKLUMM Muaryun-MNpuHens: E(hm) 4
glh,m) =E(h,m) D h D m

A

WWWw.ruscrypto.ru




roct 34.11-2018

3HauyeHue xalW-Koga coobuieHmna M € V* BbluMcnaeTca ¢ MCnonb3oBaHWEM UTEPALMOHHOM npoLeaypbl.

Mpun 3TOM Ha KaXKA0M UTEepaLLMM BbIYMCAEHUA X3LW-KOA4a UCMONb3yeTca GYHKLMA CKaATUA:
IN:Vs12 X Vg5 = Vgq9, N € Vsqy,

gn(h,m) = E(LPS(h@® N),m) ® h @ m, rne

E(K,m) = X[Ky3)LPSX[K,,] ... LPSX[K,]LPSX[K,](m),

BbluMCNeHne 3HadeHnn K; € V545, 1 = 1, ..., 13, ocywectensaetca cnegyowmm obpasom:
K, =K;
Ki = LPS(Ki_l @ Ci—l)l [ = 2, ey 13.
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Mopgenb NOCT 34.11-2018

3HavyeHune XouWw-KoAaa COO6LL|,eHMF| M € V™ BbluncnseTca c UCNONb30BaHNEM MTepaLLMOHHOﬁ npoueaypbl.
I'IpM 9TOM Ha KaH(,EI,OVI nTepaunn BblIHMCneHnAa Xaw-kKoaa NCNoJsib3yeTcA CI)VHKLI,MFI CXKaTunAa.
gN:V5XV5 —>V5, NEVS,

gn(h,m) =E(S(h@® N),m) ®h S m,

E(K,m) = X[K3]SX[Kq2] ... SX[ K7 ]SX[Kq [ (m),

BbluncneHue 3HadeHnn K; € Vs, i = 1, ..., 13, ocywecrenaetca cneaytowmm obpasom:
Kl = K,
Ki == S(Ki—l @ Ci—l)! [ = 2, ven ) 13.

S ={19, 11, 20, 28, 7, 10, 3, 29, 30,9, 31, 1, 4, 25, 21, 17, 14,5, 18, 2, 12, 22, 16, 23, 27, 0, 26, 15, 6, 8, 24, 13} —
CNy4arHo BbibpaHHasa noactaHoBka, S: Vg — Vs.

KoHctanTel C; € Vs, (i = 1,2, ..., 12) Takxke BbibpaHbl cnyyvanHo: {18, 9, 14,7, 8, 17, 6, 18, 13,22, 12, 7}
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Mopgenb NOCT 34.11-2018

AJ'II'OpVITM BblMNCNEHUA X3LW-KOA4a H(M) paCCManMBaeMOﬁ moaennm cosnagaet C aJiIrOpnTMOM BbIHNCNEHUA

XaW-Koaa B cootBeTcTBMU ¢ TOCT 34.11-2018 (33 nckntoyeHnem ANnHbI ABOUNYHbIX BEKTOPOB, BMecTo 512 6uT
ncnonbaytotca 5 6ut, IV=00000).

PaCCManVI Ba/IUMCb ABa C/1y4an:

= Ecnm |M| < 5, 10 ans Bbluncnenma H(M) TpebyeTtca BblUMCANTb g TPpW pasa

(cm. TOCT 34.11-2018, n. 3.2, 3.5, 3.6 B onucaHnu npoueaypbl BbIMUCAEHNA X3LW-DYHKLMM)
= Ecm5 < |M| < 10, o gna sbluncnenunsa H(M) tpebyeTca BblUMCANTL g YeTbipe pasa

(cm. TOCT 34.11-2018, n. 2.3, 3.2, 3.5, 3.6 B on1McaHunuM npoueaypbl BblYNCAEHUA X3LW-OYHKUMN)
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KoHTponbHble NnpuMepbl Ana npeacrasneHHon moaenu NOCT 34.11-2018

{0,0,0,0} {0,1,0,0,1} {0,0,0,0,0} {1,0,1,0,0} {1,0,0,0,0} {0,1,0,1,0}
{0,0,0,1} {1,0,0,0,1} {0,0,0,0,1} {1,0,1,1,1} {1,0,0,0,1} {1,0,0,1,1}
{0,0,1,0} {1,0,0,0,1} {0,0,0,1,0} {0,0,1,1,1} {1,0,0,1,0} {0,0,1,0,0}
{0,0,1,1} {0,0,0,0,1} {0,0,0,1,1} {1,0,1,1,1} {1,0,0,1,1} {0,1,1,1,0}
{0,1,0,0} {1,0,1,1,0} {0,0,1,0,0} {1,1,0,1,1} {1,0,1,0,0} {0,1,1,1,0}
{0,1,0,1} {0,1,0,1,0} {0,0,1,0,1} {1,0,0,0,1} {1,0,1,0,1} {0,1,1,0,0}
{0,1,1,0} {1,1,0,1,0} {0,0,1,1,0} {1,0,1,1,1} {1,0,1,1,0} {0,1,0,0,0}
{0,1,1,1} {0,1,1,1,0} {0,0,1,1,1} {0,0,1,0,0} {1,0,1,1,1} {1,1,1,0,0}
{1,0,0,0} {0,1,1,1,0} {0,1,0,0,0} {0,0,1,0,0} {1,1,0,0,0} {1,1,0,1,0}
{1,0,0,1} {1,1,1,1,1} {0,1,0,0,1} {0,1,0,1,1} {1,1,0,0,1} {1,1,1,1,0}
{1,0,1,0} {1,0,0,0,0} {0,1,0,1,0} {0,1,1,1,0} {1,1,0,1,0} {0,0,1,1,1}
{1,0,1,1} {0,1,0,1,0} {0,1,0,1,1} {1,0,0,0,0} {1,1,0,1,1} {0,1,1,0,0}
{1,1,0,0} {0,1,1,0,0} {0,1,1,0,0} {1,0,1,0,0} {1,1,1,0,0} {0,1,1,1,0}
{1,1,0,1} {0,0,0,1,0} {0,1,1,0,1} {1,0,0,0,0} {1,1,1,0,1} {1,0,1,1,1}
{1,1,1,0} {0,1,1,1,0} {0,1,1,1,0} {1,1,1,1,0} {1,1,1,1,0} {0,0,0,0,0}
{1,1,1,1} {0,0,1,1,0} {0,1,1,1,1} {0,1,0,0,0} {1,1,1,1,1} {1,1,1,1,0}
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lNpeacraBneHHana Mmoaenb xaw-pyHkuum NOCT 34.11-2018
peanim3oBaHa B KBAHTOBOM cumMmynsitope Quipper
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KBaHTOBanA cxema, peanunsyioLuas
S ={19, 11, 20, 28, 7, 10, 3, 29, 30, 9, 31, 1, 4, 25, 21, 17, 14,5, 18, 2, 12, 22, 16, 23, 27, 0, 26, 15, 6, 8, 24, 13}
(Bcero 68 KBaHTOBbIX OMNEPATOPOB)

1. Cymma no moaynto 25 peannsoBaHa c NoMoLbio cymmaTtopa K3 pabotel Takahashi Y. et all. «Quantum Addition Circuits and Unbounded Fan-out»,
2009, arXiv:0910.2530v1, B KoTopom 1 BCnoMOraTenbHbI KYOUT MOXKHO ONyCTUTH (T.e. ANs peanmnsaumm CyMmMbl ABYX N-OUTHbIX Yyncen no moaynwo 2"

AOCTAaTOYHO 2n Kyb6UuTOB).

2.  O®yHKUMA CKaTUa g peann3oBaHa Ha Tpex perucrTpax no 5 Kybut Kaxabii (Bcero: message,h,m,n — ans | message| notpebyetca gon. peructp m,

B N PACKpy4YMBaeM K/oun).
3. Bcnyyaekorga 5 < |M| < 10 gna sbiuncneHunsa H(M) Tpebyetca aononHuUTeNbHas npoueaypa Ans nepesoaa KybuToB B NnepBoHa4YaibHOE «HY/IEBOE»

COCTOSIHWE, COOTBETCTBYIOLLLAA BbIYMCNEHUIO g‘lo(IV, m) npu U3BECTHOM M.
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KBaHTOBbIE pecypcbl ans popMUpoBaHus KBaHTOBbIE pecypcbl anst POpMUPOBAHUS
(M,H(M)) (M,H(M))
npu |[M| =4, npu |[M| =6,
KOJ1-BO Kyo6uTt npu |M| <5 KON-BO Kyout npun 5<|M| <10

Pe3ynbtaT BbI30Ba PyHKUMKM GateCount Pe3synbTat BbI30Ba PyHKUMM GateCount
B KBAQHTOBOM cumynaTope Quipper: B KBAaHTOBOM cumynaTtope Quipper:

4:"H, arity 1"
19: "Init0"
1: "Initl"

172:"X, arity 1"

6000: "not, arity 1" controls 0+1
150: "not, arity 1" controls 0+4
1043: "not, arity 1", controls 1
600: "not, arity 1" controls 1+3
1050: "not, arity 1" controls 2+2
1200: "not, arity 1" controls 3+1
600: "not, arity 1", controls 4

Total gates: 10839
Inputs: O

Outputs: 20

Qubits in circuit: 20

6: "H, arity 1"
24: "Init0"
1: "Init1"

288: "X, arity 1"

9520: "not, arity 1" controls 0+1
238: "not, arity 1" controls 0+4
1665: "not, arity 1", controls 1
952: "not, arity 1" controls 1+3
16: "not, arity 1", controls 2
1666: "not, arity 1" controls 2+2
1904: "not, arity 1" controls 3+1
952: "not, arity 1", controls 4
Total gates: 17232

Inputs: 0

Outputs: 25

Qubits in circuit: 25
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OLueHK MMHMMAJIbHOI0 KoJinyecrea Kyomutos
ansa peanusdauum NOCT 34.11-2018

Ecnmv BmecTo 5 KyBUTHbIX KBAHTOBbIX PErMCTPOB paccmaTpmBaTtb 512 KybuUTHble KBAHTOBbIE PETUCTPbI, TO
NO/ly4YMM KBAHTOBbIE CXEMbI, peanusytouwme xaw-eyHkumnto NOCT 34.11-2018.

= Ecnm [M| < 512, BbINOMHATCA 3 BbI30Ba PYHKUMM CKaTUS g, TO AN pOpMUpPOBAHUS KBAHTOBOIO
pernctpa c (M,H(M)) Tpebyetca He MeHee |M|+3:512 kybuT, T.e. He MeHee |M|+1536 KybuT.

= Ecnm 512 < |M| < 1024, BbINONHAKTCS 4 Bbi30Ba PYHKUMN COKaTUSA g, TO 4515 POPMUPOBaHNS KBAaHTOBOIO
peructpa ¢ (M,H(M)) Tpebyetca He MeHee |M|+ 3512 KybuT, T.e. He MeHee |M|+1536 KybuT.
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Bonpochl



